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Abstract: 

The main objective of this paper is to understand an Application that can provides security to the personal and confidential data at a 

very high level. We have taken a wide range of literature review in order to achieve all the tasks, where we came to know about some 

of the products that are existing in the market. In the process of research we came to know about the latest technologies and different 

algorithms. We analyzed various cryptographic algorithms (DES, AES, IDEA…), Steganography algorithms, key generation 

algorithms, authentication and we have implemented those functionalities in our application. To increase the security of messages sent 

over the internet cryptography and steganography is used. This paper discussed a technique based on the LSB (least significant bit) 

and encryption algorithms. By matching data to an image, there is less chance of an attacker being able to use steganalysis to recover 

data. Before hiding the data in an image the application first encrypts it. 
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I. INTRODUCTION  

 

ENCRYPTO is an android application which can be used to 

secure important information from unauthenticated person. It 

uses both the concept of cryptography and steganography. Any 

kind of smart phone requires on operating system as an interface 

and the most popular operating system is Android. The current 

version of android is “Nougat”. Android "Nougat” 

(codenamed Android N during development) is the seventh 

major version of the Android operating system. Encrypto 

basically first encrypt the text message and produce cipher text 

then it hide the cipher text inside image using image 

steganography techniques. Encryption is the process of changing 

information in such a way as to make it unreadable by anyone 

except those possessing special knowledge (usually referred to 

as a "key") that allows them to change the information back to 

its original, readable form. Steganography is the technique of 

hiding private or sensitive information within something that 

appears to be nothing as a usual image. Steganography involves 

hiding text so it appears that to be a normal image or other file. 

If a person views that object which has hidden information 

inside, he or she will have no idea that there is any secret 

information. What steganography essentially does is exploit 

human perception; human senses are not trained to look for files 

that have information inside of them.  

 

II. METHOD OF ENCRYPTION 

 

Cryptography and steganography are two ways to hide messages 

and although they complement each other, they are not the same. 

Cryptography: Cryptography changes the contents of a file or 

message so that it is unreadable by everyone except the intended 

recipient. The intended recipient has a key that allows the 

encrypted file to be invoked and viewed as planned by the 

sender. Encrypted messages are not hidden, and their comings 

and goings can be detected and monitored. Once the means of 

encryption have been revealed, it is still up to the code breaker to 

uncover the key to decrypt the message. Steganography: We 

could think of steganography as a form of robust encryption. It 

attempts to hide the message in such a way that the observer may 

not even realize that the message is being exchanged. Unlike 

encryption, steganography cannot be detected. Often, 

steganography is used to supplement encryption. Through its 

combination of encryption and invisibility of the encrypted data 

it keeps the message completely protected from data espionage.  

 

III. CRYPYOGRAPHY 

 

Cryptography is the practice and study of hiding information. In 

modern times, cryptography is considered a branch of both 

mathematics and computer science, and is affiliated closely with 

information theory, computer security, and engineering. 

Cryptography is used in applications present in technologically 

advanced societies; examples include the security of ATM cards, 

computer passwords, and electronic commerce, which all depend 

on cryptography.  

 

Cryptography refers to encryption, the process of converting 

ordinary information (plaintext) into unintelligible cipher text 

Decryption is the reverse, moving from unintelligible cipher text 

to plaintext. A cipher is a pair of algorithms which creates the 

encryption and the reversing decryption.  

 

The detailed operation of a cipher is controlled both by the 

algorithm and, in each instance, by a key. This is a secret 

parameter for a specific message exchange context. Keys are 

important, as ciphers without variable keys are trivially 

breakable and therefore less than useful for most purposes. 

Historically, ciphers were often used directly for encryption or 

decryption, without additional procedures such as authentication 

or integrity checks. 
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Figure.1. Basic Cryptographic method 

 

PRE REQUISITES 
There are various security requirements for a Cryptographic 

technique including: 

 

Authentication: The process of proving one's identity. (The 

primary forms of host-to-host authentication on the Internet 

today are name-based or address-based, both of which are 

notoriously weak.) 

 

Privacy/confidentiality: Ensuring that no one can read the 

message except the intended receiver. 

 

Integrity: Assuring the receiver that the received message has 

not been altered in any way from the original. 

 

Non-repudiation: A mechanism to prove that the sender really 

sent this message. Any new design of Cryptographic technique 

must accomplish the above requisites. Cryptography not only 

protects data from theft or alteration, but can also be used for 

user authentication 

 

CRYPTOGRAPHIC SCHEMES 
In general, three types of cryptographic schemes typically used 

to accomplish these goals: 

1. Secret Key Cryptography (SKC): Uses a single key for both 

encryption and decryption 

2. Public Key Cryptography (PKC): Uses one key for encryption 

and another for decryption 

3. Hash Functions: Uses a mathematical transformation to 

irreversibly "encrypt" information are the various cryptographic 

schemes available depending upon their application and ease of 

use. 

 

SECRET KEY CRYPTOGRAPHY: 

With secret key cryptography, a single key is used for both 

encryption and decryption. As shown in Figure 1A, the sender 

uses the key (or some set of rules) to encrypt the plaintext and 

sends the cipher text to the receiver. The receiver applies the 

same key (or rule set) to decrypt the message and recover the 

plaintext. Because a single key is used for both functions, secret 

key cryptography is also called symmetric encryption. Secret 

key cryptography schemes are generally categorized as being 

either stream ciphers or block ciphers. Stream ciphers operate on 

a single bit (byte or computer word) at a time and implement 

some form of feedback mechanism so that the key is constantly 

changing. A block cipher is so-called because the scheme 

encrypts one block of data at a time using the same key on each 

block. In general, the same plaintext block will always encrypt to 

the same cipher text when using the same key in a block cipher 

whereas the same plaintext will encrypt to different cipher text in 

a stream cipher. Block ciphers can operate in one of several 

modes; the following four are the most important: 

 

Electronic Codebook: 
(ECB) mode is the simplest, most obvious application: the secret 

key is used to encrypt the plaintext block to form a cipher text 

block. Two identical plaintext blocks, then, will always generate 

the same cipher text block. Although this is the most common 

mode of block ciphers, it is susceptible to a variety of brute-force 

attacks. 

 

Cipher Block Chaining (CBC) mode: 
Add a feedback mechanism to the encryption scheme. In CBC, 

the plaintext is exclusively-O Red (XORed) with the previous 

cipher text block prior to encryption. In this mode, two identical 

blocks of plaintext never encrypt to the same cipher text. 

 

Cipher Feedback (CFB) mode: 
CFB is a block cipher implementation as a self-synchronizing 

stream cipher. CFB mode allows data to be encrypted in units 

smaller than the block size, which might be useful in some 

applications such as encrypting interactive terminal input. If we 

were using1-byte CFB mode, for example, each incoming 

character is placed into a shift register the same size as the block, 

encrypted, and the block transmitted. At the receiving side, the 

cipher text is decrypted and the extra bits in the block (i.e., 

everything above and beyond the one byte) are discarded. 

 

Output Feedback (OFB) mode 
OFB is a block cipher implementation conceptually similar to a 

synchronous stream cipher. OFB prevents the same plaintext 

block from generating the same cipher text block by using an 

internal feedback mechanism that is independent of both the 

plaintext and cipher text bit streams. Secret key cryptography 

algorithms that are in use today include 

 

Data Encryption Standard (DES): 
DES is a block-cipher employing a 56-bitkey that operates on 

64-bit blocks. DES has a complex set of rules and 

transformations that were designed specifically to yield fast 

hardware implementations and slow software implementations 

 

Triple-DES (3DES): 
A variant of DES that employs up to three 56-bit keys and makes 

three encryption/decryption passes over the block; 3DES is also 

described in FIPS 46-3and is the recommended replacement to 

DES. 

 

DESX: 
A variant devised by Ron Rivets. By combining 64 additional 

key bits to the plaintext prior to encryption, effectively increases 

the key length to 120 bits. 

 

Advanced Encryption Standard (AES):- 
This algorithm uses a variable block length and key length; the 

latest specification allowed any combination of keys lengths 

of 128, 192, or 256 bits and blocks of length128, 192, or 256 

bits. Similarly, there are Several Algorithms like Blowfish, 

International Data Encryption Algorithm (IDEA), two fish, 
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Camellia, Secure and Fast Encryption Routine (SAFER), SEED, 

Skipjack. These are algorithms are designed extending the ideas 

already available. 

 

PUBLIC-KEY CRYPTOGRAPHY 
Public-key cryptography has been said to be the most significant 

new development in secure communication over a non-secure 

communications channel without having to share a secret key. 

Public Key Cryptography or Asymmetric cryptography provides 

the same message security guarantees as symmetric 

cryptography, but additionally provides the non-repudiation 

guarantee. ‘Asymmetric’ refers to the fact that different keys are 

used for encryption and decryption. One key is kept secret 

(„secret key‟) and the other is made public („public key‟), and are 

both unique. The recipient‟s public key should be used during 

the encryption process to ensure message confidentiality as only 

the recipient has the necessary secret key to decrypt the message. 

If, however, the message is encrypted using the sender‟s private 

key the sender cannot deny sending the message as his private 

key is unique and is only known to him. Typical asymmetric 

algorithms include RSA, ElGamal and DSA. Asymmetric 

cryptography is extremely powerful, but this comes at a cost. 

Especially for longer messages and keys, it is much slower than 

its symmetric cryptography counterparts. This is due in part to 

the fact that, in order to achieve comparable security, 

asymmetric keys are generally around an order of magnitude 

longer than symmetric keys.PKC depends upon the existence of 

so-called one-way functions, or mathematical functions that are 

easy to computer whereas their inverse function is relatively 

difficult to compute.  

 

 
Figure.2. Public key Encryption 

Let me give you two simple examples: In public-key 

cryptosystems, the public key may be freely distributed, while its 

paired private key must remain secret. The public key is 

typically used for encryption, while the private or secret key is 

used for decryption. Diffie and Hellman showed that public-key 

cryptography was possible by presenting the Diffie-Hellman key 

exchange protocol. In addition to encryption, public-key 

cryptography can be used to implement digital signature 

schemes.  A digital signature is reminiscent of an ordinary 

signature; they both have the characteristic that they are easy for 

a user to produce, but difficult for anyone else to forge. Digital 

signatures can also be permanently tied to the content of the 

message being signed; they cannot then be 'moved' from one 

document to another, for any attempt will be detectable. In 

digital signature schemes, there are two algorithms: one for 

signing, in which a secret key is used to process the message (or 

a hash of the message, or both), and one for verification, in 

which the matching public key is used with the message to check 

the validity of the signature. RSA and DSA are two of the most 

popular digital signature schemes. Digital signatures are central 

to the operation of public key infrastructures and many network 

security schemes (e.g., SSL/TLS, many VPNs, etc).Public-key 

algorithms are most often based on the computational 

complexity of "hard" problems, often from number theory. For 

example, the hardness of RSA is related to the integer 

factorization problem. More recently, elliptic curve cryptography 

has developed in which security is based on number theoretic 

problems involving elliptic curves. Because of the difficulty of 

the underlying problems, most public-key algorithms involve 

operations such as modular multiplication and exponentiation, 

which are much more computationally expensive than the 

techniques used in most block ciphers, especially with typical 

key sizes. As a result, public-key cryptosystems are commonly 

hybrid cryptosystems, in which a fast high-quality symmetric-

key encryption algorithm is used for the message itself, while the 

relevant symmetric key is sent with the message, but encrypted 

using a public-key algorithm. Similarly, hybrid signature 

schemes are often used, in which a cryptographic hash function 

is computed, and only the resulting hash is digitally signed.  

 

HASH FUNCTIONS 

 

Hash functions, also called message digests and one-way 

encryption, and are algorithms that, in some sense, use no key. 

Instead, a fixed-length hash value is computed based upon the 

plaintext that makes it impossible for either the contents or 

length of the plaintext to be recovered. Hash algorithms are 

typically used to provide a digital fingerprint of a file's contents 

often used to ensure that the file has not been altered by an 

intruder or virus. Hash functions are also commonly employed 

by many operating systems to encrypt passwords. Hash 

functions, then, provide a measure of the integrity of a file. Hash 

functions are sometimes misunderstood and some sources claim 

that no two files can have the same hash value. This is, in fact, 

not correct. Consider a hash function that provides a 128-bit 

hash value. There are, obviously, 2
128

possible hash values. But 

there are a lot more than 2
128

 possible files. Therefore, there have 

to be multiple files in fact; there have to be an infinite number of 

files. By the above basics about the Cryptography and the study 

is about the Cryptographic Schemes available and their 

methodology of handling keys and way of Encoding generated 

each class of Techniques. 

 

IV. STEGANOGRAPHY 

 

Steganography is the art of hiding the fact that communication is 

taking place, by hiding information in other information. It is the 

art of concealing a message in a cover without leaving a 

remarkable track on the original message. It is derived from 

Greek roots “Steganos” = covered “Graphie” = writing. Its 

ancient origins can be traced back to 440 BC. In Histories the 

Greek historian Herodotus writes of a nobleman, Histaeus, who 

used steganography first time. The goal of Steganography is to 

mask the very presence of communication making the true 

message not discernible to the observer. As steganography has 

very close to cryptography and its applications, we can with 

advantage highlight the main differences. Cryptography is about 

concealing the content of the message. At the same time 

encrypted data package is itself evidence of the existence of 

valuable information. Steganography goes a step further and 

makes the cipher text invisible to unauthorized users.4 Two 

other technologies that are closely related to steganography are 

watermarking and fingerprinting . These technologies are mainly 

concerned with the protection of intellectual property. 6 But 
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steganography is concern with the hiding of text in other 

information like image, text, audio, and video. 

 

 
Figure.3. Steganography 

Type of steganography There are 4 different types of 

steganography i.e. Image, Audio, Video, and Protocol. Text 

steganography using digital files is not used very often since text 

files have a very small amount of redundant data. Audio/Video 

steganography is very complex in use. Image steganography is 

widely use for hiding process of data. Because it is quite simple 

and secure way to transfer the information over the internet. 

Image steganography has following types: 

 

 a. Transform domain 

  i. Jpeg  

b. Spread spectrum  

 ii. Patch work  

c. Image domain 

  i. LSB and MSB in BMP  

 ii. LSB and MSB in JPG. 

It is most efficient (in term of data hiding) method of image 

steganography. Because the intensity of image is only change by 

1 or 0 after hiding the information. Change in intensity is either 

0 or 1 because the change at last bit.  

 

CRYPTOGRAPHY ALGORITHAM 

Normal text message: -  Saurabh 

Key:- hello 

a. Change the key and data in to ASCII format.  

Eg. hello is changed in B[5]={8, 5, 9, 9, 13} sauarbh is changed 

in A[20]={19, 1,21,1,18,2,8}  

b. Pad the Normal message according to the length of the 

key. 

Eg. Saurabh has 7 char. In it and the key has 5 letters, so first 

five letter of message will change according to the key but in the 

end we have only two letter left so we pad p letter (x or y or z) 

for padding to make exact length pairs.  

Saurabh Saura bhxxx A[20]={19,1,21,1,18,2,8,24,24,24}  

m = length of key 

 

Encryption Algorithm:  
a. Take two arrays flagtxt and flagkey of size of length of text 

and key and fill it with zeros.  

b. Do this process till the length of key  

 

Process for encryption of data by the key: 

for k=1 to m  

j=1  

for i=1 to n  ( n is length of padded text)  

{  

if( j>m) 

 {  

j=1 

a[i] =a[i] + b[j] 

j++ 

 } 

 else  

{ 

 a[i] =a[i] + b[j] 

 j++  

}  

End for 

 

Process of hiding of key: 
Do  

for j=1 to m-1  

b[j]=b[j]+b[j+1]  

end for 

b[m]=b[m]+b[1]  

End for 

Change the array A and B in to character form: 
Eg. 

For i=1 to n 

while a[i]>256 

a[i]=a[i]-256  

flagtxt[i]+=1  

end while  

end for 

for i=1 to m  

while b[i]>256  

b[i]=b[i]-256  

flagkey[i]+=1  

end if  

end for 

 

Decryption Algorithm: This is reverse process of encryption. 

 

Change the encrypted data in ASCII format: Eg  

A[20]={20,143,29,231,256} B[20]={10,2,230,19,23}  

 

Decryption of data and key:  
 

for i=1 to n  ( n is length of padded text) 

while flagtxt[i]!=0  

a[i]=a[i]+256  

flagtxt[i]— 

end while  

end for  

for i=1 to m  

while flagkey[i]!=0  

b[i]=b[i]+256  

flagkey[i]— 

end while  

end for  

for k=1 to m  

b[m]=b[m]-b[1]  

for j=m-1 to 1  

b[j]=b[j]-b[j+1]  

end for  

j=1  

for i=1 to n  

if(j>m)  

j=1  
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a[i]=a[i]-b[j]  

end if  

end for  

end for 

 

ADVANTAGE OF ALGORITHM  
a. This algorithm use random size of key.  

b. Because of this random size the middle person can‟t predict 

the size of key and data. 

c. The number of times execution of loop is not fixed so that 

more secure algorithm.  

d. This is more secure and easy to implement.  

 

DISADVANTAGE OF ALGORITHM  
a. Key distribution.  

 

COMPLEXITY OF ALGORITHM 
Complexity of algorithm is depend on size of key and text it is 

approximately equal to O(mn) where m and n is size of key and 

text respectively.  

 

PIXEL PROCESSING  
After the converting our information in secret code or encrypted 

form we need to patch that data in the image. We use least 

significant bit for the patching of data because of following 

reason.  

a. Because the intensity of image is only change by 1 or 0 after 

hiding the information. 

b. Change in intensity is either 0 or 1 because the change at last 

bit. 

e.g. 11111000    11111001 

The change is only one bit so that the intensity of image is not 

affected too much and we can easily transfer the data.  

 

Steps To Insert Data In Image:- 

a. Take an input image.  

b. Find out the pixel values.  

c. Select the pixel on which we want to insert data.  

This process of selection of pixel is done as user‟s choice he may 

choose pixel continuous or alternate or at a fixed distance. 

 

i. Insert the data values in pixels.  

For example a grid for 3 pixels of a 24-bit image can be as 

follows: 

 

00101101 00011100 11011100  

10100110 11000100 00001100  

11010010 10101101 01100011  

 

When the number 200, which binary representation is 11001000, 

is embedded into the least significant bits of this part of the 

image, the resulting grid is as follows:  

 

00101101 00011101 11011100  

10100110 11000101 00001101  

11010010 10101100 01100011 

 

V. CONCLUSION  
 

This paper is a short introduction to the concept and method 

used in our project Encrypto that is cryptography and 

steganography. We have shown how the simplest methods work 

and how they can be explored. We have used symmetric 

encryption algorithm to provide more security. Research in this 

field has already begun. We are applying both the process for 

securing users information that is cryptography and 

steganography to provide more security. If a message is 

encrypted and hidden with a steganographic method after 

encrypting data it provides an additional layer of protection and 

reduces the chance of the hidden message being detected. As we 

toward a society where automated information resources are 

increased and cryptography will continue to increase in 

importance as a security mechanism. Electronic networks for 

banking, shopping, inventory control, benefit and service 

delivery, information storage and retrieval, distributed 

processing, and government applications will need improved 

methods for access control and data security. The information 

security can be easily achieved by using Cryptography and 

steganography technique. 
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